WH®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAOIIAXCS 1JIS1 PASMEIEHUS
HA OPUINAJIBLHBIX THTEPHET-PECYPCAX

C KaXXIbIM I'OJOM MOJIOACKHU B MHTCPHCTC CTAHOBUTLCA 6OJIBHI€, 4 IIIKOJIBHUKHN OJHH H3
CaMBbIX aKTHUBHBIX I10JIb30BaTEICH PYHeTa. Me>1<}1y TEM, IIOMHUMO OI'POMHOI'0 KOJHMYCCTBA
BOSMO)KHOCTGI\/JI, HHTCPHCET HCCCT U HpO6J'I€MI>I.

OTa namsTKa J0JDKHA TOMOYb TeOe 6e30MacHO HaXOIUTHCS B CETH.
KomnbrorepHbie BUPYCHI

KoMmnproTepHBINM BUPYC - 3TO Pa3HOBUJAHOCTH KOMIIBIOTEPHBIX MPOrpamMM, OTINYUTEIBHON
0COOEHHOCTBIO KOTOPOH! SIBJISETCS CHOCOOHOCTh K pa3MHOXKEHMIO. B tomnonHenune k 3Tomy,
BUPYCHl MOTYT TMOBPEIUTh WJIM TOJHOCTBIO YHUYTOXKUTH Bce Gailibl W JaHHbBIC,
HNOJKOHTPOJIBHBIE TIOJIB30BATEI0, OT HMMEHH KOTOPOro Oblia 3amylleHa 3apaKeHHas
IIPOrpaMma, a TaKXKe IMMOBPEINUTD WUJIN JaKE€ YHUUYTOKUTH OIEPALOHHYIO CUCTEMY CO BCEMHU
(ainamu B 11e10M. B OOJIBIIMHCTBE CTydaeB paclpOCTPaHSIIOTCA BUPYChI UEPE3 UHTEPHET.

MGTOIIBI 3alllUThl OT BPCAOHOCHLIX IIPpOI'paMM:

1. Ucnonp3yld COBpEMEHHBIE OIEPALIMOHHBIE CHCTEMBI, UMEIOLINE CEPbE3HBIM YPOBEHBb
3aIIMUTHI OT BPEAOHOCHBIX MTPOTPAMM;

2. TloctossHHO ycTaHaBnuBail mayTH (MUGPOBBIC 3aIIATKH, KOTOPbIE aBTOMATHYECKU
YCTAaHABJIMBAIOTCS C IIEJbI0 JOpPaObOTKH MPOTrpaMMbl) M Jpyrue OOHOBIIEHHUS CBOEH
onepanuoHHoM cuctemMbl. CkaunBail X TOJIBKO ¢ oduiMaibHOrO caifta pazpadorunka OC.
Ecnu cymiecTByeT pexxuM aBTOMaTH4eCKoro OOHOBJIEHUS, BKIIIOUYH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE MO/ TpaBaMU MOJIb30BATENS, @ HE aIMUHUCTpATOpa. ITO
HE TMO3BOJUT OOJBUIMHCTBY BPEIOHOCHBIX MPOTPaMM HMHCTAJUIMPOBATHCS HA TBOEM
NIEPCOHAIBHOM KOMITBIOTEPE;

4. Ucnons3yli aHTUBHPYCHBIE MPOTPAMMHBIC MPOIYKTHl M3BECTHBIX IPOM3BOAUTENCH, C
aBTOMAaTHYECKHUM OOHOBJICHUEM 0a3;

5. Orpannub (pU3NYECKHI TOCTYN K KOMIIBIOTEPY JJIs1 TOCTOPOHHUX JIUIL;

6. Ucnonb3yil BHENTHUE HOCUTENN MHGOpMaIlUM, Takue Kak duielika, TUCK Wi Qaitn u3
WHTEPHETA, TOJIbKO U3 MTPOBEPEHHBIX HCTOUHHUKOB;

7. He oTkpbIBail KOMIIbIOTEPHBIE (DANITBI, TOTYUYEHHBIE U3 HEHAJEHKHBIX NCTOYHUKOB. J{axe
Te (pailyibl, KOTOPBIE MPUCTAT TBOM 3HAKOMBIN. JIydllie yTOYHH y HEro, OTIPABIISI JIU OH TeOe
UX.

Cern WI-FI

Wi-Fi - 3T0 HE BuJ niepeaun JaHHBIX, HE TEXHOJIOTHUSI, a BCEro JUIIb OpeH 1, Mapka. Eiie B
1991 romy Huaepianackas kommnanus 3apeructpuponaia opens "WECA", yto 0603Hauano
cnoBocoueranne "Wireless Fidelity", xoroperii mepeBomutcs Kak "OecrnpoBOgHAsS
TOYHOCTB".



Jlo Hamero BpeMeHHM Jomnula Apyras abOpeBwarypa, KOTOpas SBISETCS TaKOW JKe
TexHoyiorued. Ito ab6peBuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JTaHO C HAMEKOM Ha
CTaHAapT BhIcIIeH 3BykoBO# TexHuku Hi-Fi, 4To B IepeBoie 03HadaeT "BhICOKast TOUHOCTH .

Jla, OGecriaTHBIH MHTEPHET-IOCTYI B Kade, OTeNIX M a’poIopTax SIBISICTCS OTIMYHOU
BO3MOXXHOCTBIO BBIXO/Ia B HHTEPHET. HO MHOTHE SKCTIEPThI CUUTAIOT, YTO OOIIEIOCTYITHBIC
Wi-Fi ceTn He aBigr0TCS 0€30IMaCHBIMH.

CoBeThl 110 0€301aCHOCTH padOThI B OOIIEAOCTYIHBIX ceTsax Wi-fi:

1. He mepenasaii cBoro InuHyt0 nH(popMaruio uepes obmenocrynasie Wi-Fi cetu. Pabotas
B HUX, JKEJIaTeIIbHO HE BBOAUTH MAPOJIH JJOCTYIIA, JIOTUHBI 1 KAKHE-TO HOMEPA;

2. Ucnone3yit 1 OOHOBISH aHTUBHPYCHBIE MpOTrpamMMbl U OpaHamayep. TeM caMbIM ThI
oOe3onacuilb cedst OT 3aKaukH BUpyca Ha TBOE yCTPOMCTBO;

3. Ilpu wucnons3oBanuu Wi-Fi orkmoun dysknuo "OOmmit moctyn Kk ¢aiimam u
npuHTepam". JlaHHast pyHKIMS 3aKphITa 10 YMOIYAHUIO, OTHAKO HEKOTOPHIE MOIb30BaTENN
aKTUBHUPYIOT €€ JIJIs1 y100CTBa UCIOJIb30BAHMS B paboTe WK yueoe;

4. He ucnionw3yit myonuunbii WI-FI 11 nepenaun TMUHBIX JaHHBIX, HATPUMED JIJIs1 BBIXOJA
B COLIMAJIbHBIE CETU WA B DJIEKTPOHHYIO M1OYTY;

5. Ucnonw3y# Tonbko 3amuiieHHoe coequuenne yepe3 HTTPS, a ue HTTP, 1.e. mpu Habope
BeO-anpeca BBoU uMeHHO "https://";

6. B moOunsHOM Tenedone otkimoun Gynkmuto "Ilonkmouenune k Wi-Fi aBromarnuecku'.
He nomyckaili aBroMarnyeckoro MOAKIIOUEHUs] ycTpoiicTBa kK cetsM Wi-Fi 6e3 TBoero
cornacusl.

ConmnajabHbIe CeTH

CounayibHbI€ CETU aKTUBHO BXOJSAT B HAIly KHU3Hb, MHOTHE JIIOIU Pa0OTaIOT U KUBYT TaMm
MOCTOSIHHO, a B Facebook yke 3apeructpupoBad MUUIMAP YETIOBEK, UTO SBISETCS OTHOU
CeIbMOM BCEX KUTENEH MmianeTsl. MHOTHE MOJIb30BaTENIM HE TOHUMAIOT, YTO HH(GOpMAIIHS,
pa3MeIlleHHass UMHU B COITMAJBHBIX CETSIX, MOXKET OBbITh HaiieHa W HCIOJIb30BaHA KEM
YTOJIHO, B TOM YHCJI€ HE 0053aTeNIbHO C OJaruMu HaMepEeHUSIMH.

OCHOBHBIE COBETHI IT0 0€30aCHOCTHU B COIIMAJIbHBIX CCTAX:

1. Orpanuysb CIUCOK Jipy3eid. Y TeOs B IPY3bsIX HE JOJKHO ObITh CIIyYalHBIX U HE3HAKOMBIX
JIIOACH;

2. 3amuminai cBOIO 4acTHYIO ku3Hb. He yka3biBaii mapomnu, TenedoHsl, agpeca, 1aTy TBOErO
POXKIEHUS U APYTYIO TUUHYIO HH(DOpMAIHIO. 3II0YMBIIUIEHHUKH MOTYT UCIIOJIb30BaTh JIaXKe
UH(OPMAIIMIO O TOM, KaK Thl U TBOU POAUTEIIN IJIAHUPYETE IPOBECTH KAaHUKYJIBI;

3. 3amuiai CBOIO peryTaIuio - IEpKH €€ B YUCTOTE U 3a/1aBail cede BOMPOC: XOTEI ObI ThI,
YTOOBI IpyTHE MOJIH30BATEIN BUJIEIH, UTO ThI 3arpyxaenib? [logymaii, mpexae ueM 4To-To
OMyOJINKOBAaTh, HAMMUCATh U 3arPy3UTh;

4. Ecnu Tl TOBOPHUILIB C JIFOJIbMU, KOTOPBIX HE 3HACIb, HE UCIIOJIb3YH CBOE pEaIbHOE UMS U
JIPYTYIO TUYHYIO0 HHPOPMAIIMH: UMSI, MECTO JKUTEJIHCTBA, MECTO y4eObl U IIpoUee;



5. N36eraii pasmemenus ¢pororpaduii B UHTepHETE, TA€ THI N300paKeH Ha MECTHOCTH, 10
KOTOPOM MOKHO OTIPEACIIUTh TBOE€ MECTOIOIOKEHUE;

6. Ilpu perucrpanuu B COIMAIBLHON ceTU HEOOXOIMMO HCIOIb30BaTh CIOXKHBIE MapoJiy,
cocTosme U3 OykKB U IUGP U C KOJIMYESCTBOM 3HAKOB HE MEHee §;

7. sl cOUManbHON CETH, TOYTHI U JAPYTHX CAWTOB HEOOXOIMMO HCITOJIb30BATh Pa3HbBIC
napoiu. Torma ecnu TeOs B3JIOMAIOT, TO 3JOYMBIIUICHHUKH TOIydYaT JTOCTYN TOJBKO K
OJTHOMY MECTY, a HE BO BCE Cpa3y.

JIEKTPOHHBbIE JeHbIH

DJEeKTpPOHHBIE JEHBIU - 3TO OYEHBb YMOOHBIM CMOCOO Marexeil, OIHAKO CYyIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT

IMOJIYYUTDb 3TU NCHBI'U.

3J’ICKTpOHHBI€ JACHBI'N ITOABUIIMCH COBCEM HCAABHO M MMCHHO H3-3a 3TOI'O BO MHOI'HX
rocyaapCTBax 10 CHUX ITOP HE IMPOIIHMCAHO ITPO HUX B 3dKOHAX.

B Poccum xe oHun (I)YHKHI/IOHI/IPYIOT N 0 HUX YXKC IIPOIIMCAHO B 3aKOHC, I'IC UX PA3ACIIAIOT
Ha HCCKOJIBKO BUJOB - aHOHMMHBIC 1 HC aHOHHUMHEBIC. Pa3HI/IIIa B TOM, YTO aHOHHMHBIC - 3TO
TC, B KOTOPBIX pa3pCiIacTCAa IIPOBOAUTD OIICPpalli oe3 I/II[GHTI/I(l)I/IKa]_II/II/I I10JIB30BAaTCJIsA, a4 B
HCAHOHHUMHBIX I/II[€HTI/I(1)I/IKEII_[I/I$I ITOJIBL30BATENS SIBISIETCS 00s3aTEIILHOM.

Takxe cnemyeT paznuyarh SJIEKTPOHHbIE (UATHBIE IEHBIW (pPaBHBI TOCYAapCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HE(UATHBIE JEHBIU (HE paBHBI TOCYAapCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI IO O€30MACHOM paboTe C AIEKTPOHHBIMU JICHbI AMH:

1. TlpuBsku K cueTy MOOMIBHBIM Tene@oH. DTO camblil yIOOHBIM M OBICTPBIA CHOCOO
BOCCTAHOBUTH JJOCTYII K

cuety. IlpuBs3anHbIli TeaeOH MOMOXKET, €CJIM 3a0yellb CBOW IIATEKHBINH Mapojb WU
3aiJIelIb HA CAUT C HE3HAKOMOIO YCTPOUCTBA;

2. Vcnonb3yit ogHOopa3oBbie nmapoiu. [locie nmepexona Ha YCUICHHYIO aBTOPU3AIMIO TeOe
y>Ke He OyJIeT yrpokaTh OMAaCHOCTh KPaXKu WJIW MepexBaTa IIaTeKHOro maposis;

3. BriGepu cnoxsbiii maposb. [IpectynmHukaM OyzneT He MPOCTO yrajarh CIOKHBIN MapoJb.
Hanexubie mapomnu - 3To mapoiid, KOTOpbIE COAEpKaT HE MEHEE 8 3HAKOB U BKITIOYAIOT B CEOS
CTpPOYHBIC U TIPOIMMCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CUMBOJIOB, TAKME KaK 3HAK J10JIapa,
(byHTa, BOCKJIMIIATEIbHBIN 3HaK U T.I1. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIC TaHHBIE Ha caiiTaX, KOTOPBHIM HE JOBEPSCIIIb.
DJIEKTPOHHASA MOYTA

DNEeKTPOHHAS T0YTa - ATO TEXHOJOTHS M TMPEIOCTABISEMbIC €0 YCIYTH IO TIEPEChIIKE U
MOJTYYCHHIO JICKTPOHHBIX COOOIICHHM, KOTOPBIC PACTIPEICIISIFOTCS B KOMITBIOTEPHON CETH.
OOBIYHO  DJNEKTPOHHBIH  TIOYTOBBIM  SIIMK  BBIDIBIAAT — CACAYIOIIMM  00pa3oM:
UMs_TIOJIb30BaTesi(@uMs_JIoMeHa. Takke KpoMe Mepemaadd MpOCTOTO TEKCTa, UMEETCs
BO3MOXKHOCTH TepeaaBarh (ailiibl.

OCHOBHBIE COBETHI 110 0€301aCHOM paboTe ¢ ANMEKTPOHHOM IOUYTOM:



1. Hamo BbIOpaTh mpaBHIIBbHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN BBIOOD
OecIIaTHBIX TOYTOBBIX

CCPBHUCOB, OJJHAKO JIYUYIIC JOBCPATH TCM, KOI'O 3HACIIb U KTO HCpBBIﬁ B peﬁTHHFG;

2. He ykaspiBaii B JIMYHON ToYTe JM4YHYI0 HHpopmanuio. Hampumep, mydine BbIOpaTh
"My3bIKanbHbIN _(panat@" unu "pok2013" BMecto "Temal3";

3. Acnionb3yil IByX3TAIHYI0 aBTOPU3ALMIO. JTO KOTAA TOMUMO MAapOJIsl HYy’KHO BBOJUTH KO/,
npuckUIaeMeblil o SMS;

4. BeiGepu CHOXHBIA Tapoib. IS KaXIOTO MOYTOBOTO SIIMKA JODKCH OBITh CBOM
HAJIC)KHBIN, YCTOWYMBBINA K B3JIOMY I1apOJIb;

5. Ecmi ecTh BO3MOXKHOCTH HANMCAaTh CAMOMY CBOW JIMYHBIA BOIPOC, MCHOJB3YH ITY
BO3MOKHOCTB;

6. HMcnosp3yli HECKOJIBKO TIOYTOBBIX AIMHUKOB. [lepBbIM Il 4YacTHOW NEPENUCKU C
aapecaraMy, KOTOPBIM ThI IOBEPSEIIb. JTO 3JEKTPOHHBIN aIpeC HE HAJO UCIIOIb30BATh IPU
perucTpanuu Ha (popymMax M cairax;

7. He oTkpbIBaii (aitsibl U ApyTrue BIOKEHUS B MUChMAaX, TaXe €CJIM OHU MPUIILIA OT TBOUX
npy3eit. Jlyure yTouHu y HUX, OTIIPABIISUIA JTU OHU TeOe 3TH (Pailiib;

8. ITocie okoHYaHMs paOOTHI HA MIOYTOBOM CEPBHCE TEPE 3aKPHITHEM BKIIAJKU C CAaWTOM
He 3a0ynb HaxkaTh Ha "Beriitn".

Ku0epOysInHT Wi BUPTYyaJIbHOE H3/1€BATE/IbCTBO

KubepOyuiHr - npeciieqoBaHue COOOIIEHUSIMU, COAEPXKAIIMMU OCKOPOJICHHS], arpeCCHIo,
3allyTMBaHUE; XYJIUTAHCTBO; COIMATbHOEC OOWKOTUPOBAHHWE C TOMOIIBIO Pa3IMYHBIX
WHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOpHOE C KNOEPOYILTUHIOM:

1. He Gpocaiics B 60i. JIyumuii cnoco6: mOCOBETOBAThCS Kak ce€0sl BECTH U, €CJIM HET TOTO,
K KOMY MOKHO OOpaTHTBCS, TO BHa4yaje YCIOKOWUTHCA. ECiIM ThI HaYyHEIIhb OTBEYATh
OCKOpOJICHUSIMH Ha OCKOPOJICHHS, TO TOJBKO €11 OOJBIIIE Pa30ikKeITb KOHMIUKT;

2. Yrpasisiii cBoelt kubepperyTaiuei;

3. AHOHUMHOCTh B ceTM MHHUMas. CyllIecTBYIOT CHOCOOBI BBIICHUTb, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He ctouT BecTH XyJIUTaHCKHI 00pa3 BUPTyaldbHOU Xu3HH. IHTEpHET (DUKCHpyeT Bce
TBOU JCHCTBUS U COXPAHIET UX. YIAIUTh UX OyZleT KpailHe 3aTPYIHUTEIHHO;

5. Cobmrofait CBOIO BUPTYaAJIbHYIO Y€CTh CMOJIOAY;

6. Urnopupyit equHUYHBIA HeraTuB. OIHOPA30BBIE OCKOPOUTEIBHBIE COOOIICHUS JTyUIle
urHopupoBatb. OOBIYHO arpeccus MpeKpaniaeTcss Ha HadyaJdbHOW CTa/Iuu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSIMHU, B COITUATBHBIX
CeTAX €CTh BOBMOXHOCTh OJIOKUPOBKU OTIPABKHU COOOIIEHUM C ONPEeTICHHBIX aJIpECOB;



8. Ecmm Ttb1 cBumerens kubepOymiumura. TBou [HEWCTBUSA: BBICTYNUTH TPOTUB
IIPECIIEI0BATEINS, II0KA3aTh €MY, YTO €0 JEHCTBUS OLIEHUBAIOTCS HETaTUBHO, ITOAIEPKATh
KEPTBY, KOTOPOH HyXHa IICHUXOJOTMYECKas MOMOIIb, COOOUIUTH B3pOCIBIM O (aKre
arpecCUBHOIO MTOBEJCHUS B CETH.

MoOuniabHbIN TeJ1edoH

CoBpeMeHHbIe cMapT(OHBI U IUIAHIIETHI CoJiepKaT B ce0e BIIOJIHE B3POCIIbIi (YHKIIMOHAI,
Y TENEPh OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU KOMITbrOTepaMu. OgHAKO, CPEACTB
3aIUTHI JIJIs1 TOAOOHBIX YCTPOMCTB MOKa 04eHb Majio. TecTupoBaHUE U MOUCK YSI3BUMOCTEN
B HUX MPOUCXOAUT HE TaK MHTEHCUBHO, Kak st 1K, To ke camoe kacaeTcss 1 MOOMIIbHBIX
MIPUIOKECHUU.

CoBpeMeHHbIE MOOWIIBHBIE Opay3ephl y)Ke MPAKTUYCCKH JOTHATU HACTOJBHBIC aHAJIOTH,
OJTHAKO pacHpeHue (QyHKIMOHANa BIEUET 3a cO00i OOIBIIYIO0 CIOXKHOCTh U MEHBIIYIO
3AIIMIIEHHOCTb.

I[aJ'IGKO HC BCC IIPOU3BOIUTCIIN BbIITYCKAIOT O6HOBJ’I€HI/I}I, 3aKPbIBAIOIIUC KPHUTHYCCKHC
YA3BUMOCTHU IJIA CBOUX YCTPOﬁCTB.

OcCHOBHBIE COBETHI 151 0€30I1aCHOCTH MOOMIIBHOTO TeledoHna:

Hudyero He sBiseTcs IIO-HACTOAICMY OecCIIaTHBIM. By,ZIB OCTOpPOKCH, BCIAb KOI'Ia Tebe
npcajiaararoT OecrIaTHBINA KOHTCHT, B HCM MOI'YT OBITH CKPBLITBI KAKHC-TO IINIATHBIC YCIIYI'H;

Jymaii, npexzae yem otnpaButb SMS, poto wim Buaeo. Tbl TOUHO 3HACIIb, [JI€ OHU OYIyT
B KOHEYHOM HTOTE?

Heo0xonumo 0OHOBIATH ONEPALMOHHYIO CUCTEMY TBOETO CMapT(OHa;
Wcnonb3yii aHTUBUPYCHBIE TPOTrpaMMBbI 17151 MOOUITbHBIX TeIE(OHOB;

He 3&pr)l(211>i MPHUIIOKCHUA OT HCHU3BCCTHOIO MCTOYHHKA, BCAb OHW MOI'YT COACPIKATH
BpPCAOHOCHOC IIPOIrpaMMHOC 06€CH6‘-IGHI/IG;

[Tocne Toro kak Thl BBIWJEIIL C cailTa, I7le BBOAWI JUYHYIO HHGOpMAIINIO, 3aiau B
HacTpoMKM Opay3epa u yaaiu cookies;

[lepronnuecku MpoBepsiii, KAKUE TUIATHBIE YCIYTU AKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOii HOMEpP MOOMJIBHOTO TesieOHA TOIBKO JIFOMSAM, KOTOPBIX Thl 3HACIIh U KOMY
JIOBEPSIEIb;

Bluetooth nomkeH ObITH BBIKJIFOUEH, KOTJIa Thl UM HE TMOJb3yelibes. He 3a0biBait nHOTIA
MIPOBEPSTH ITO.

Online urpsbi

CoBpeMEHHbIE OHJAWH-UTPBI - OTO KpPACOYHBIE, 3aXBATHIBAIOIIME Pa3BJICUCHUS,
O0OBEAMHSIONIME COTHHU ThICSIY YENIOBEK MO BceMy MuUpy. Urpoku uccienyror JaHHBI UM
MUp, OOIIAIOTCS APYr C JAPYroM, BBINOJHSIOT 3aJaHMs], CPAXAKOTCSI C MOHCTpPAMH U
MOJTyYalOT OMBIT. 32 YIOBOJBCTBUE OHM IUIATAT: MOKYHAIOT JUCK, OIUIAYMBAIOT AOOHEMEHT
WIN IPUOOPETAIOT KaKKE-TO OMIIIH.



Bce atu cpeacTBa uayT Ha moaAepKaHue U pa3BUTUE UTPHI, a TAKXKE HA caMy 0€30MacCHOCTb:
COBEPILIEHCTBYIOTCS CHUCTEMbl aBTOPU3AIMH, BBITYCKAIOTCS HOBble mMaT4y (1UdpoBbIC
3arIaTKy JUisl IPOTPaMM), 3aKpbIBAIOTCS YI3BUMOCTHU CEPBEPOB.

B HOI[OGHBIX HUIrpax CTOUT OITacaTbCA HC CTOJIBKO CBOMX COIICPHUKOB, CKOJILKO KPasXKH TBOCTO
napoJjsi, Ha KOTOPOM OCHOBaHA CUCTCMa aBTOPU3allnU OOJIBITMHCTBA Hrp.

OcHOBHBIE COBETHI IO 0€30IMaCHOCTH TBOETO HUI'POBOT'O aKKAyHTA:

1. Ecniu apyroit urpok BezeT ceOdsl MI0X0 WK CO37aeT Te0e HEMPUSTHOCTH, 3a0JIOKUPY €ro
B CIIMCKE UTPOKOB;

2. Iloxxanyiicss aIMUHUCTPATOPaM UIPHI HA IJIOXOE MOBEICHHUE ITOTO UIPOKA, JKEJIATENBHO
IIPUJIOKUTH KaKHE-TO JOKA3aTeJIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii muunyto uHpopmariuio B mpodaiiiae urpsr;
4. VYBaxall ApyruX YYaCTHHUKOB II0 UTPE;

5. He ycranaBnuBait HeopuIuaibHbIe MaTYM U MOJbL;

6. Mcrionp3yii CIOXKHBIE U Pa3HBIE MTAPOIIH;

7. Z[a;xe BO BpCM:s HUI'PbI HC CTOHUT OTKIIIOYATb AHTHBHPYC. IIoka TbI HUIrpaciib, TBOM
KOMIIBIOTCP MOI'YT 3apa3uTh.

@OUIIHHT WA Kpaika JINYHBIX JaHHbIX

OOBIYHOM KpaXKeH JIEHET U JJOKYMEHTOB CETOHS YK€ HUKOTO HE YIUBUIIIb, HO C Pa3BUTHUEM
MHTEPHET-TEXHOJIOTUM 3JIOYMBIIUICHHUKHA TEPEMECTUIIMCh B MHTEPHET, U MPOAOJDKAIOT
3aHUMAaThCA "' TTFIOOMMBIM" JIETTOM.

Tak mosBWIIaCh HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUIIMHI, [JIaBHAs LIeJb
KOTOPOTO COCTOMUT B MOJYYEHUH KOH(HICHIUATBHBIX TAHHBIX MOJIb30BATENEH - JIOTUHOB U
naposeil. Ha anrmmiickom si3bike phishing uutaercs kak ¢ummHr (ot fishing - peiOHas
JIOBJIs, password - mapoJn).

OCHOBHBIE COBETHI IO OOPHOE C PUIITHHTOM:

1. Cneau 3a cBOMM akkayHTOM. Eciiu Thl IOJ103peBacIiib, YTO TBOSI aHKeTa Obljla B3JIOMaHa,
TO HEOOXOAUMO 3a0JIOKHPOBATh €€ U COOOUIUTh aJMUHUCTPATOpaM pecypca 00 3TOM Kak
MOXXHO CKOpee;

2. Wcnonw3y#t Ge3omacHbie BEO-CalThl, B TOM YHUCJIE, HHTEPHET-Mara3uHOB M TOUCKOBBIX
CHCTEM;

3. HUcnonw3yit clokHBIE U pa3Hble mapoiau. TakuMm oOpa3oM, eciau TeOs B3JIOMAaT, TO
3JIOYMBIIIIJIEHHUKH TOJTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPO(UIIIO B CETH, a HE KO
BCEM;

4. Ecnu Te0s1 B3JIOMalM, TO HEOOXOAUMO MPEAYIPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIC
no0aBiieHbl y T€0sl B IPY3bsAX, O TOM, YTO T€OsI B3JIOMaU M, BOBMOXXHO, OT TBOETO UMEHU
OyIeT pacchuIaThCA CIIaM U CCHUIKU Ha (PUIITMHTOBBIE CANTHI;



5. YcranoBu HanexHsii napossb (PIN) Ha MoOunbHBIN TeneoH;
6. OTKiII04N COXpaHEHue napoJisi B Opaysepe;

7. He oTkpbIBaii (haityibl U ApyTHE BIOKEHUS B MIUChMAaX, TaXe €CJIM OHU MPHUIILIA OT TBOUX
npy3ei. Jlydre yTouyHu y HUX, OTIIPABIISUIA JIU OHH TeOe 3TH (pailibl.

udposas penyrauus

[MudpoBas pemyTanusi - 3TO HEraTWBHAs WM MO3WTUBHAs MHPOpMAIs B ceTH O Tele.
Kommpomerupytomias uHpoOpMaIysi, pa3MelIeHHass B HWHTEPHETE, MOXET CEpPhE3HBIM
00pazoM OTpa3uThCS HA TBOCH peaTbHOM KU3HU.

"Hudposas pemyranus" - 3T0 TBOM UMUK, KOTOPBIKA hopMUpyeTcs U3 nHopmaim o Tede
B UHTEpHETE.

TBoe MecTO XUTENBCTBA, yueObl, TBOE (MHAHCOBOE MOJIOKEHHE, 0COOEHHOCTH XapakTepa U
pacckasbl 0 OJM3KHX - BCE 3TO HAKAIUIMBAETCA B CETH.

MHorue moapoCTKH JIETKOMBICIICHHO OTHOCATCS K MyONMKAIMU JIMYHOW WH(pOpMaIuy B
HuTepHeTe, HE MOHUMAs BOBMOXKHBIX MOCIEACTBUN. ThI laXke HE CMOXKEIb JTOTaaaThCsl O
TOM, 4TO (ororpadus, pazMelieHHas 5 JIeT Ha3ajl, cTaja MPUYUHON OTKa3a MPUHATH TeOs
Ha padoTy.

KommenTapuu, pazmenienre TBoux (otorpaguil u Apyrue AeMCTBUS MOTYT HE UCUE3HYTh
JaXKe MOCJe TOro, Kak Thl UX yAaJdullb. Tbl HE 3HACIIb, KTO COXPAHUI 3Ty MH(POPMALIHIO,
MOMaja JJu OHa B MIOMCKOBBIE CUCTEMBI U COXPAHUJIACh JIM OHA, a TTIaBHOE: YTO MOIyMAaloT O
Tebe OKpy>KarolIe JIFOU, KOTOpbIe HAWAYT U yBUIAT 3T0. HaliTn nuHpopmaiiuio MHOTO JIeT
CITYCTSI CMOXKET JIFO0OM - KaK W3 JA0OpHIX MOOYXKIEHUM, TaK U C HAMEPEHUEM MPUYUHUTD
Bpel. DTO MOXKET ObITh KTO YTO/IHO.

OCHOBHBIE COBETHI MO 3aIIUTE HU(DPOBOM permyTaluu:

1. Tlomymaii, mpexae 4yeM YTO-TO MyOJUKOBaTh U TepenaBarh y cebs B Onore uiu B
COIIMAJIbHOM CETH;

2. B nacTpoiikax npo¢uisi yCTaHOBH OTPAaHUYEHHUS] HA MPOCMOTP TBOETO MpoQuUis U €ro
COZIEPKUMOTO, CAETIal €ro TOJIBKO "IJIst npy3en”;

3. He pa3mernaii u He yka3biBaii HH()OpMAIIIIO, KOTOpas MOXKET KOTO-IM00 OCKOPOISAThH WIH
00MKaTh.

ABTOpPCKOE NIPaBo

CoBpeMeHHbBIE IIKOJIBHUKH - aKTUBHBIE MOJIb30BaTeNd 1U(ppoBoro mpocrpancTsa. OgHako
JTAJICKO HE BCE 3HAIOT,

YTO MOJIH30BaHNE MHOTUMHU BO3MOKHOCTSIMU 1TU(PPOBOTO MUpa TpeOyeT COONIONEHUs MpaB
Ha WHTEJUICKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "HHTEIJIEKTyallbHass COOCTBEHHOCTH"' OTHOCHUTCSI K pa3JIMYHBIM TBOPEHUSIM
YeJIOBEYECKOT0 yMa, HauWHas C HOBBIX H300pETEHUl W 3HAKOB, O0O03HAYAIOIIHUX
COOCTBEHHOCTh Ha TMPOAYKTHI W YCIyTU, W 3aKaH4YWBash KHUTaMH, Qororpadusmu,
KUHOQUIbMAMU U MY3bIKaJIbHBIMH [TPOU3BEICHUSMHU.



ABTOpCKHE TpaBa - 3TO MpaBa Ha UHTEIUIEKTYaJIbHYIO COOCTBEHHOCTh Ha MPOW3BEICHUS
HAyKH, JTUTEPATYpbl U UCKyCCTBA. ABTOPCKHE IIPaBa BBICTYNAIOT B KAY€CTBE FapaHTHH TOTO,
4YTO WHTEJUIEKTYaJIbHBII/TBOPUECKUI Tpyn aBTOopa HE OyleT HampacHbIM, JacT €My
CIpaBEUIMBbIE BO3MOYKHOCTH 3apadoTaTh Ha pe3yibraTaXx CBOErO Tpyla, MOIYYHUTb
U3BECTHOCTH U Npu3HaHue. HukTo 6e3 pa3perienns aBTopa He MOKET BOCIIPOU3BOIUTH €T0
IIPOU3BEICHHUE, pacupoCTpaHsATh, nyOJINYHO J€MOHCTPUPOBATh, IIpOJaBaTh,
UMIIOPTUPOBATh, ITyCKaTh B IIPOKAT, MyOJIMYHO UCHOJIHSATH, I0Ka3bIBaTh/UCIIONHATH B 3Qupe
WM pazMerars B HTepHeTe.

Hcnonp3oBanue "muparckoro” MmporpaMMHOTO OOECIEeUeHUs] MOXKET MPUBECTH K MHOTHM
pUCKaM: OT MOTEPHU JAHHBIX K TBOUM aKKayHTaMm J0 OJIOKMPOBKHU TBOETO YCTPOMCTBA, IJIE
yCTAaHOBJICHA HelerajgbHas mnporpamma. He crouT Takxke 3a0bIBaTh, YTO CYILIECTBYIOT
JerajibHble ¥ OecCIIaTHbIE MPOTPaMMBbI, KOTOPhIE MOKHO HAWTH B CETH.

O moprane CeTeBUYOK.p( - TBOU IJIaBHBIM COBETYMK B CETH. 31€Ch Tl MOXKEIIIb y3HAThH O
0€30MacHOCTH B CETH TMOHATHBIM M JIOCTYIMHBIM SI3BIKOM, a TP BO3HUKHOBEHUU
KPUTHYECKON CUTyaIll OOPATUTHCS 32 COBETOM. A TaK)Ke MIPUHSATH YUaCTHE B KOHKYpCax H
CTaTh CaMbIM MU(PPOBBIM T'PAKIAHUHOM !






